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Protection and control for mobile devices

IKARUS mobile.management is a highly professional 
complete MDM solution that can be operated in the cloud 
or on-premise. The flexible service manages and protects 
smartphones and tablets from malware threats, data loss 
and unauthorized data and system access.

Flexible work, independent of location
and devices
The digitization and networking of our channels of commu-
nication not only bring advantages. They also open up new 
attractive points of attack – particularly in the corporate 
environment, where company secrets as well as personal 
data are concerned. Employees’ mobility and productivity 
are supported through the use of laptops and smart pho-
nes. At the same time, data security, compliance with cor-
porate policies and legal frameworks must be guaranteed. 
The balancing act between strict provisions and flexible 
use requires an intelligent solution.

Meet data protection obligations and gain 
control
All companies that work with the data of EU citizens must 
demonstrably ensure that suitable organizational and tech-
nical security requirements are also met on mobile devices 
in accordance with the state of the art. The data on smart-
phones and tablets must therefore be protected according-
ly and deleted remotely if necessary. In addition, it must be 
ensured that only authorized and secure applications are 
installed on mobile devices.

Private data and apps must be separated from company 
data, for example by means of container solutions. This is 
the only way to completely and verifiably prevent unautho-
rized access to data access.

IKARUS mobile.management solves the complex demands on the flexible use of mobile end          
devices in corporate environments. The software, tested in independent audits, developed exclusively 
in Europe and hosted in Europe meets all the guidelines of European data protection as well as all 
requirements of a modern and flexible working environment.

Comprehensive protection, central over- 
view, simple management
A suitable mobile device management system provides a 
detailed overview of all mobile devices within the compa-
ny at a glance. Devices and applications can be centrally 
managed and inventoried. Software distribution, including 
the rollout of updates and configurations, can also be con-
trolled centrally. IKARUS mobile.security for Android - an 
antivirus and malware protection - is directly integrated into 
the MDM system and provides the necessary protection 
against viruses, worms and Trojans.

IKARUS mobile.management gives you visibility and con-
trol over your users‘ mobile access to corporate resources. 
Individual access rules and remote configuration of mobile 
devices enable reliable implementation of your company 
policies across all systems. They protect devices and data 
from unplanned and unwanted third-party access as well 
as the loss of data, knowledge and company secrets. Fle-
xible policies can be defined and the status of systems and 
devices can be monitored in a central, customizable dash-
board. Predefined actions can be executed automatically if 
company requirements or security guidelines are violated.

»We advise the customer from the initial 
meeting, through the testing phase, 
to the final onboarding and beyond 

if needed.«
Marcus Mayer – Product management
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Operation according to your needs
IKARUS mobile.management IKARUS mobile.management enables the simple and fast deployment of a custom-fit 
solution for the efficient management of your mobile devices, applications and data. The service is suitable for small and 
medium-sized businesses as well as for large companies. In the cloud variant, all data is hosted on Exoscale servers in 
the ISO 27001-certified A1 data center in Vienna. Austrian and EU data protection laws apply.

You would like to use the system but operate it yourself? We would be happy to advise you on an installation in your 
infrastructure (on-premise).

Advantages
•	 Hosted in the Austrian cloud or installation on-premise
•	 Highest data security and protection according to 
	 EU-GDPR
•	 Suitable for BYOD:
	 Separation of corporate and private data.
•	 German support from Austria
•	 IKARUS mobile.security app: free anti-virus and 
	 malware protection – developed by IKARUS
•	 Customizable tenancy (configuration of arbitrary 
	 managemend levels)
•	 Free trial is possible anytime

• Centralized monitoring of devices
• MacOS, iOS and Android
• Remote configurations

• Implementation of configuration and
   security policies
• Protection against data loss and 
   measures on device loss
• Integrated IKARUS anti-virus client
   for Android

• 100% GDPR compliant
• Separation of corporate and private data
   native via the operation system or via
   integrated container - SecurePIM

• Extensive application management
• Rollout of software, updates and licenses
• For in-house apps and store apps
• Remote configuration of applications

• Cloud or on-premise solution
• Interfaces and enrollment services like
   Android Enterprise, Samsung Knox, 
   Apple DEP, VPP, KME and zero-touch

APP

About IKARUS Security Software
The Austrian cyber security specialist IKARUS Security Software GmbH has been developing and 
operating leading security technologies since 1986 – from its own scan engine to cloud services for 
protecting endpoints, mobile devices and e-mail gateways to the modular threat intelligence platform.

With its technology partners Mandiant/FireEye and Nozomi Networks, IKARUS is expanding its portfolio with interna-
tionally market-leading technologies and is the Austrian point of contact for incident response and global/local threat 
intelligence in IT / OT / IoT security.

Questions?
We are happy to advise you. Please contect: sales@ikarus.at oder Tel. +43 1 58995-500.

Features
•	 Management of leading mobile platforms (Android, iOS, 	
	 macOS) via one user interface.
•	 Integration of management interfaces and enrollment 		
	 services like Android Enterprise, Samsung Knox, 		
	 Apple DEP and VPP, Android zero touch, Knox Mobile 		
	 Enrollment
•	 Extensive permission and administration concept
•	 Lots of configuration profiles to meet customer’s 
	 requirements
•	 Flexible / dynamic rule concept for the automation of 		
	 processes


